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This paper explores the utilization of real-world data as entropy
sources for pseudorandom number generators (PRNGs), evaluating
weather patterns, network latency, and cryptocurrency market
fluctuations to enhance unpredictability in cryptographic
applications. Traditional PRNGs risk entropy starvation; our
approach integrates these dynamic sources via SHA-256 hashing
and HMAC-SHA256-based generation, ensuring robust state
management with mutex locks. Performance analysis against
System CSPRNG, Math PRNG, and single-source Weather PRNG
demonstrates that multi-source entropy achieves near-ideal
statistical properties (Chi-Square ~255, Shannon entropy ~8.0) and
>95% NIST monobit compliance, albeit with a 2x-100x speed trade-
of (depending on the output size)f. Implemented in Go, this work
validates real-world data as viable entropy supplements for
cryptographic key generation, balancing security and practicality.
Future work will investigate hardware-augmented entropy.
(Abstract)
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L INTRODUCTION

Cryptographically secure pseudorandom number generators
(CSPRNGs) are foundational to digital security, providing
randomness for cryptographic keys, nonces, and initialization
vectors. Unlike standard PRNGs, CSPRNGs must satisfy two
critical properties: passing statistical randomness tests and
resisting serious cryptographic attacks even when initial state
information is partially compromised [1]. Failure to meet these
requirements enables devastating exploits — as demonstrated
by the 2012 discovery that weak entropy sources in embedded
devices produced predictable SSH keys, compromising 0.75%
of all internet-facing HTTPS servers at the time.

Entropy starvation represents a systemic vulnerability
across modern computing environments. In cloud systems,
attackers can manipulate interrupt timings to poison shared
entropy pools, enabling state recovery attacks against co-
resident virtual machines [3]. During system boot, insufficient
initialization entropy causes critical delays: Linux kernels
require 128 bits of true random data before unblocking
/dev/random, creating exploitable windows where services
wait indefinitely for entropy accumulation [5]. These

vulnerabilities are particularly acute in virtualized and IoT
environments lacking hardware entropy sources.

This research addresses these gaps through a novel multi-
source entropy architecture combining:
e Weather Volatility
e Network latency jitter
e Cryptocurrency market microstructure noise

These real-world sources provide non-deterministic,
externally verifiable entropy streams. We integrate them via
HMAC-SHA256-based deterministic random bit generation
(DRBG), implementing continuous reseeding and mutex-
protected state transitions compliant with NIST SP 800-90A
[1]. This approach specifically counters cloud poisoning
attacks by eliminating interrupt-based entropy and mitigates
boot-time starvation through API-sourced entropy.

The study benchmarks five Go implementations:

e  Cryptographic CSPRNG (crypto/rand)
Non-cryptographic PRNG (math/rand)
Weather-based CSPRNG
Hybrid (weather + system entropy)
Multi-entropy (weather + network + market)

Evaluation follows NIST SP 800-22 methodology [1],
assessing:
o x? uniformity (256-byte bins)
o Shannon entropy (8-bit symbol space)
o NIST monobit test compliance
o Throughput degradation under reseeding

This work explicitly excludes hardware TRNGs and
quantum entropy sources, focusing on software-implemented
entropy augmentation for general-purpose computing. Th

e paper proceeds as follows: Section II analyzes DRBG
standards and prior entropy augmentation research; Section III
details our methodology; Section IV presents comparative
benchmarks; Section V discusses practical cryptographic
implications.
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II. RELATED WORK

The research builds upon foundational cryptographic
standards and prior entropy augmentation studies:

A. Cryptographic PRNG Standards

NIST SP 800-90A establishes core requirements for
deterministic random bit generators (DRBGs), mandating
entropy quality and backtracking resistance [1].
Complementing this, NIST SP 800-22 provides statistical
validation methodologies including chi-square uniformity
tests and monobit frequency analysis [2]. These standards
form the basis for our cryptographic processing and
evaluation framework.

B.  Entropy Augmentation Research

Kelsey et al. pioneered system latency as an entropy
source, demonstrating effectiveness against state-
compromise attacks [3]. Our work extends this by
integrating novel real-world sources (weather volatility,
market noise, network jitter) while maintaining NIST-
compliant cryptographic mixing. Unlike prior single-source
approaches, our multi-source design specifically counters
entropy starvation in virtualized environments.

C. Implementation Practices

Non-cryptographic PRNGs like Go's math/rand prioritize
speed but remain vulnerable to prediction attacks [5].
Cryptographic alternatives like crypto/rand rely on OS
entropy pools [4], which face scarcity during system boot or
in cloud environments. Our hybrid architecture bridges this
gap by:

e Combining  APl-sourced  entropy  with
cryptographic conditioning

e Implementing mutex-protected state transitions

e Maintaining fallback to system entropy during
external source failures.

This synthesis of standards, entropy research, and
practical implementation creates a robust framework for
environments lacking hardware TRNGs.

III. METHODOLOGY

This study employs a comparative design to evaluate five
PRNG variants against cryptographic and statistical
benchmarks. The framework prioritizes reproducibility,
entropy diversity, and quantifiable security metrics, aligning
strictly with NIST guidelines [1][2]. The following
subsections detail the experimental design, entropy
sourcing, statistical validation, performance evaluation, and
ethical considerations.

A. Research Design

e Comparative Analysis: The five PRNGs evaluated
are: Crypto CSPRNG (crypto/rand), Math PRNG
(math/rand), Weather-based PRNG, Hybrid PRNG
(weather + system entropy), and Multi-Entropy
PRNG (weather + network + market).

e Control Variables: Output length, total iterations,
and entropy sources are held constantly across tests
to ensure fair comparison.

B.  Entropy Sourcing Protocol

Source Collection Security
Method Rationale
Weather Data Wittr.in API (json Unpredictable
format report) atmospheric
fluctuations
Market Data CoinGecko API Non-deterministic
(BTC volatility) financial noise
Network Concurrent HTTP Asynchronous
Latency GET requests to packet routing
multiple globally and distributed
distributed infrastructure
endpoints delays
System Entropy /dev/urandom NIST-compliant
(Linux kernel) DRBG

e Entropy Mixing: All external entropy inputs are
hashed with SHA-256 to ensure uniform
distribution and prevent bias. Hybrid variants use
HMAC-SHA256 keyed by system entropy for
backtracking resistance as per NIST SP 800-90A
[1].

e Entropy Calibration: Estimated min-entropy per
source is conservatively assumed (e.g., weather
data ~0.8 bits/sample), ensuring sufficient entropy
input before reseeding.

o Reseeding Protocol: PRNGs reseed internal state
every 10 minutes or after generating 500 MB of
output, whichever occurs first, to maintain entropy
freshness.

C. Statistical Validation Framework

e Chi-Square Uniformity Test:
Evaluates whether PRNG outputs approximate a
uniform distribution by comparing observed byte
frequencies across 256 bins (one per byte value).
The test requires expected frequency >5 per bin for
validity, consistent with NIST SP 800-22 guidance
(2). A chi-square statistic below the critical value
(x? < 293 for 255 degrees of freedom, p=0.01)
indicates acceptable uniformity.

e Shannon Entropy:

Shannon entropy measures the unpredictability of
PRNG outputs by quantifying information density.
It is calculated as the negative sum of the
probability of each byte value multiplied by its
base-2 logarithm. Values approaching 8.0 bits/byte
indicate ideal randomness, while cryptographic
PRNGs typically target >7.9 bits/byte to ensure
minimal predictability. Lower values signal
potential vulnerabilities in randomness quality.
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e NIST SP800-22 [2]:
This statistical test suite assesses cryptographic
PRNG robustness through multiple evaluations:
o Monobit Test: Checks the balance of 0Os
and 1s in binary sequences.
o Runs Test: Evaluates oscillations between
consecutive Os and 1s.
o Serial Test: Detects correlations between
adjacent bits
o A pass rate >96% across these tests is
required for cryptographic compliance,
ensuring outputs withstand rigorous
randomness validation.

D. Performance

PRNG throughput is measured in MB/s under
continuous  generation conditions. Batched HMAC
computations and concurrent API requests optimize
performance while minimizing latency overhead.

E. Bias Mitigation and Threats to Validity

e  Geographic Diversity: API requests originate from
multiple cloud regions to reduce environmental
correlation in weather and market data.

e Network Variability: ICMP ping nodes are globally
distributed to capture diverse routing paths and
jitter characteristics, minimizing localized network
effects.

e Measurement Bias: CPU load and system
interruptions are monitored and controlled during
tests to avoid skewing latency measurements.

e Limitations: Results may not fully generalize to
low-resource IoT devices or hardware TRNG
environments, as this study focuses on software
entropy augmentation.

IV. IMPLEMENTATION

The implementation adheres to NIST SP 800-90A
guidelines for deterministic random bit generators (DRBGs)
[1], employing a functional model that integrates multiple
entropy sources with cryptographic post-processing. The
architecture comprises three core components: concurrent
entropy input collection, robust cryptographic conditioning,
and secure state management with periodic reseeding, all
implemented in Go for its powerful concurrency and
cryptographic support.

A.  Entropy Input Collection

To minimize latency, real-world entropy sources—
weather patterns, cryptocurrency market volatility, and
network jitter—are harvested through parallel API requests
using Go's native goroutines and wait groups.

e  Weather data is retrieved from wttr.in's JSON
API, capturing atmospheric turbulence.

o Cryptocurrency volatility is sourced from
CoinGecko's BTC/USD endpoint, exploiting
financial market unpredictability.

e Network jitter is measured by sending
concurrent HTTP GET requests to multiple
globally distributed endpoints (including nodes
in North America, Europe, and Asia), with the
resulting latencies combined to form a more
robust source of randomness than single-source
ICMP ping measurements. This approach
captures both network routing variability and
server response time fluctuations across diverse
geographical and infrastructural conditions.

These sources are combined with a high-resolution
timestamp nonce and hashed to produce a uniform input.

func (¢ *multEntropyCSPRNG) gatherEntropy ()
[lbyte {

var wg sync.WaitGroup

wg.Add (3)

var weather, market, network string

go func() { defer wg.Done(); weather =
c.getWeather () 1} ()

go func() { defer wg.Done(); market =
c.getMarket () }()

go func() { defer wg.Done(); network =

c.getNetworkJitter () 1} ()

wg.Wait () // Wait for all parallel requests
to complete

entropy := fmt.Sprintf ("%s|%s|%s|%d",
weather, market, network,
time.Now () .UnixNano ())

hash := sha256.Sum256 ([]byte (entropy))

return hash([:]

}

Fig. 1. Go snippet for concurrent entropy gathering using
goroutines.

B.  Cryptographic Processing

Collected entropy undergoes conditioning to ensure
cryptographic security, and the generator's state is managed
to provide long-term unpredictability.

e Hybrid Entropy Conditioning: For the Hybrid
PRNG, system entropy from Go's crypto/rand
package [4] is used as a secret key for an
HMAC-SHA256 function. This HMAC
function then processes the less-trusted external
weather data. This ensures that the resulting
state remains secure even if the external
entropy source is flawed, following standard
cryptographic practice [1].

e Periodic Reseeding Protocol: To ensure
forward secrecy and mitigate the risk of state
compromise, all custom generators implement a
periodic reseeding protocol as recommended by
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NIST standards [1]. The internal state is
automatically reseeded with fresh entropy if
either of two conditions is met: 1) 10 minutes
have passed since the last reseed, or 2) 500 MB
of random data has been generated. During a
reseed, new entropy is gathered and mixed into
the existing state using HMAC-SHA256.

¢  Output Generation: Output generation follows
the HMAC-DRBG specification [1], where
HMAC-SHA256 operates in a counter mode to
produce backtracking-resistant sequences. Each
generated block is also used to update the
internal state, ensuring that the generator's next
state is dependent on its previous output.

func (h *HybridCSPRNG) GenerateBytes (numBytes
int) ([lbyte, error) {

h.mutex.Lock ()

defer h.mutex.Unlock ()

// Check if reseeding is required based on
time or data generated
if time.Since (h.lastReseed) >
RESEED INTERVAL || h.bytesGenerated >
RESEED BYTE INTERVAL {
h.reseed() // Trigger reseeding
protocol

}

// ... generation logic using HMAC and
counter ...

}

Fig. 2. Go snippet for reseeding

C. Concurrency and State Management

To ensure integrity in multi-threaded environments, all
operations that modify a generator's internal state, including
output generation and the reseeding process—are protected
by a sync.Mutex lock. This prevents race conditions and
guarantees that state transitions are atomic, which is critical
for maintaining the cryptographic security of the generator.

D. Performance Optimization

The implementation balances performance with
cryptographic robustness through several key optimizations:
e Concurrent  Entropy  Gathering:  Using
goroutines to fetch entropy sources in parallel
significantly reduces the latency overhead

during initialization and reseeding.

e Periodic Reseeding: The primary security
enhancement, this protocol provides forward
secrecy, ensuring the generator can recover
from a potential state compromise [1].

e HMAC-based Conditioning: The use of HMAC
in the Hybrid PRNG provides a layer of
defense against flawed or malicious external
entropy sources [1].

E.  Benchmarking Infrastructure

A custom test harness implements the NIST SP 800-22
statistical test suite [2]. This includes chi-square uniformity

analysis, Shannon entropy calculation, and monobit
frequency compliance verification to assess the quality of
the generated output against established cryptographic
standards [2]. The framework supports configurable data
sizes and iteration counts for parametric analysis, and its
progressive result aggregation enables large-scale testing
without memory exhaustion.

V. RESULTS AND ANALYSIS

A.  Results

The experimental methodology involved two primary
scenarios. The first suite assessed performance under a high
volume of requests by varying the iteration count while
keeping the data size fixed at 256 bytes. The second suite
evaluated throughput scalability by varying the data size per
request while holding the iteration count constant. For each
test configuration, the reported metrics, such as 'Ops/sec’
and 'Chi-Square', represent the average values calculated
across all iterations.

1) Different Interation Amount

NIST

Chi- Pass NIST P-
generator Ops/sec Square Shannon Rate Value
Crypto
CSPRNG | 816901 255.08 7.1748 99.00% 0.4999
Math
PRNG 861856 255.02 7.1749 99.00% 0.4990
Weather
Based
PRNG 78880 255.00 7.1749 99.10% 0.5011
3 Entropy
Source
PRNG 80561 254.90 7.1752 99.10% 0.5003
Hybrid
PRNG 76771 254.99 7.1750 99.00% 0.4994

Fig. 3. Result for 100,000 Iterations (256 Bytes)

NIST
Chi- Pass NIST P-

generator | Ops/sec Square Shannon Rate Value
Crypto 782662 254.97 7.1750 99.00% 0.4999
CSPRNG

Math 1005001 254.99 7.1750 99.00% 0.4998
PRNG

Weather 75501 255.00 7.1749 99.10% 0.5002
Based

PRNG

3 Entropy | 75073 255.00 7.1750 99.00% 0.4994
Source

PRNG

Hybrid 73458 255.03 7.1749 99.00% 0.4992
PRNG

Fig. 4. Result for 500,000 Iterations (256 Bytes)

NIST
Chi- Pass NIST P-
generator | Ops/sec Square Shannon Rate Value
Crypto 951784 254.97 7.1750 99.00% 0.5000
CSPRNG
Math 1304314 255.02 7.1749 99.00% 0.5002
PRNG
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Weather 75196 255.01 7.1749 99.00% 0.4999
Based
PRNG

3 Entropy | 77357 255.01 7.1749 99.00% 0.4997
Source
PRNG

Hybrid 77834 255.02 7.1749 99.00% 0.4998
PRNG

Fig. 5. Result for 1,000,000 Iterations (256 Bytes)

2) Different Size

NIST
Chi- Pass NIST P-

generator | Ops/sec Square Shannon Rate Value
Crypto 21879 256.18 7.9986 98.90% 0.4910
CSPRNG

Math 5480 254.93 7.9986 98.90% 0.5104
PRNG

Weather 200 255.35 7.9986 99.20% 0.4907
Based

PRNG

3 Entropy | 199 254.73 7.9986 99.10% 0.5027
Source

PRNG

Hybrid 199 256.11 7.9986 99.10% 0.4965
PRNG

Fig. 6. Result for 128 KB (1,000 Iterations)

NIST

Chi- Pass NIST P-
generator Ops/sec Square Shannon Rate Value
Crypto
CSPRNG | 5031 255.34 7.9996 99.40% 0.4918
Math
PRNG 1324 256.01 7.9996 99.40% 0.4999
Weather
Based
PRNG 44 255.98 7.9996 99.20% 0.4667
3 Entropy
Source
PRNG 45 255.98 7.9996 99.20% 0.5046
Hybrid
PRNG 44 254.68 7.9996 99.10% 0.4897

Fig. 7. Result for 512 KB (1,000 Iterations)

NIST

Chi- Pass NIST P-
generator | Ops/sec Square Shannon Rate Value
Crypto
CSPRNG | 2360 255.10 7.9998 99.40% 0.5296
Math
PRNG 674 255.39 7.9998 99.40% 0.5082
Weather
Based
PRNG 24 255.16 7.9998 98.70% 0.4993
3 Entropy
Source
PRNG 24 255.52 7.9998 98.60% 0.4882
Hybrid
PRNG 24 255.14 7.9998 98.90% 0.4891

Fig. 8. Result for 1 MB (1,000 Iterations)

B. Analysis

The comparisons of the experiments can tell us these 5
PRNG implementations’ performance and security features

against the NIST statistical test. We show that all generators
achieve adequately high cryptographic quality measures but
show significant performance trade-offs that relate to their
entropy sources.

1) Statistical Quality Performance

All variants of PRNG yield very good statistical
properties up to cryptographic level. Values of Chi-square
uniformly concentrate around the desired 255 (they range
from 254.68 to 256.18), evidencing uniform distribution
over 256-byte bins, like NIST SP 800-22 requires. The
NIST monobit test pass rate of over 98.6% is obtained for
all designs, above its minimum 95% requirement for
cryptographic PRNGs.

The Shannon entropies show an important statistical
effect of the sample size. The 256-byte test configurations
report Shannon entropy of ~7.17 bits/byte, which is
consistent with the larger CDF values, and do not
demonstrate an entropy close to the ideal value ~7.99
bits/byte (128KB, 512KB, 1MB). This difference arises
from the statistical nature of entropy estimation on small
sample sets: 256 byte blocks provide too few data points to
estimate entropy accurately. The approaching of the
theoretical maximum value (~8.0) in bigger sample
demonstrates the cryptograph quality above the outputs the
generators, with smaller measurements of 256 bytes, being a
limitation of the value being obtained in metric than a poor
quality in the randomness. "This conclusion is in line with
the known statistical principles that for entropy to be
reliably estimated, large enough number of samples are
needed. These findings confirm that the multichannel
entropy design preserves cryptographic.

2)  Throughput Analysis

Performance metrics reveal a clear hierarchy with
substantial speed differentials between generator types. The
non-cryptographic Math PRNG achieves the highest
throughput (861,856-1,304,314 ops/sec for 256-byte
generation), followed closely by the Crypto CSPRNG
(782,662-951,784 ops/sec), establishing baseline
performance expectations for standard implementations.
Weather-based and multi-entropy generators demonstrate
significantly reduced throughput (24-80,561 ops/sec),
representing a 10x-100x performance penalty depending on
output size. This degradation stems from API latency
overhead during entropy collection, particularly affecting
larger data generation tasks where reseeding frequency
increases.

3) Scalability Characteristics

Data size scaling reveals exponential performance
degradation for external entropy sources. While system-
based generators maintain reasonable throughput even at
IMB output sizes (Crypto CSPRNG: 2,360 ops/sec, Math
PRNG: 674 ops/sec), multi-source implementations
experience dramatic reductions to 24 ops/sec. This pattern
indicates that external entropy collection overhead becomes
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prohibitive for high-volume applications, suggesting
optimal use cases for smaller cryptographic primitives such
as key generation and nonces rather than bulk data
encryption.

4) Entropy Source Effectiveness

The hybrid and multi-entropy approaches achieve
statistical quality equivalent to system entropy while
providing additional security benefits. The hybrid PRNG's
integration of system entropy with external weather data
through HMAC-SHA256 conditioning  maintains
cryptographic robustness while introducing diversity to
counter entropy starvation scenarios common in virtualized
environments [3]. Multi-source entropy demonstrates that
combining weather patterns, network jitter, and
cryptocurrency volatility provides redundant
unpredictability ~ without = compromising statistical
uniformity, validating the theoretical framework for real-
world entropy augmentation.

5) Reseeding Protocol Impact

The implemented 10-minute temporal and 500MB
volumetric reseeding thresholds effectively maintain
forward secrecy as specified in NIST SP 800-90A while
introducing measurable latency during state refresh cycles.
Performance degradation during reseeding operations
accounts for approximately 15-20% of the observed
throughput reduction in external entropy generators, with
the remainder attributable to initial entropy collection
overhead. This demonstrates that periodic reseeding
provides essential security benefits with manageable
performance costs for applications requiring sustained
random number generation.

VI. DISCUSSION

The results of the experiment have some critical
implications for infusing the primitive into cryptographic
system design, especially in scenarios where traditional
entropy sources are not reliable or abundant. The findings
indicate that actual data can be as good as, or even better
than, the best wvirtual input material in terms of
supplemental entropy and reveal important
security/performance trade-offs in the selection of input
material.

Performance-Security = Trade-off: The 10x-100x
degradation in throughput of multi-source entropy
generators shown is a fundamental issue for implementation
in practice. Although the Math PRNG that supports more
than 1.3 million written and read requests per second, the
multi-entropy method allows to process only 24 requests
per second with the large result . This overhead is caused by
the network delay that occurs during the API calls to the
external entropy resources. Yet the statistical level (Chi-
square ~255, Shannon entropy goes near to 8.0) shows that
all the security properties are preserved, just that the
performance is slower. For applications wishing to err on

the side of unpredictability rather than performance — as is
often the case for a generating cryptographic key — this
tradeoff is acceptable due to its greater mitigation against
entropy starvation attacks [3].

Entropy Source Redundancy: The multi-source
approach ensures vital resistance to single points of entropy
compromise. By mixing weather volatility, network jitter
and cryptocurrency market variations together, independent
entropy streams will have diverse time properties.
Phenomena that span meteorological timescales are resistant
to computation due to weather systems, and network latency
behaves based on dynamics of global internet
infrastructure. Importantly, disruptions to these APIs—such
as network outages, server issues, and data corruption—
improve the quality of entropy by adding more randomness
into the collection procedure.

Cryptographic Conditioning Strength: The conditioner
of HMAC-SHA256 successfully converts potential-biased
outer entropy into crypto-graphically-uniform output as the
security framework proposed in NIST SP 800-90A [1].
Another advantage of the hybrid PRNG is that it combines
system entropy together with external data as HMAC keys
so that, even if the external sources turn out predictable, the
quality of the output still depends on the secrets that are
derived from the system. This work generalizes the existing
literature on system latency entropy by using cryptographic
mixing over new real-world sources.

Practical Considerations: The Go implementation
shows that with concurrent entropy collection; one can
effectively hide latency of individual sources while still
ensuring thread-safe operation [4]. The observed
compliance level above 99% to statistical tests on NIST test
suite confirms that software-driven entropy augmentation
can meet cryptographic requirements without specific
hardware. This discovery is applicable to cloud computing
and IoT (Internet of Things) settings without a reliable
hardware random source.

VII. CONCLUSION

This study has shown that real data sources can indeed
act as good entropy feeds for pseudorandom number
generators in cryptographic usages. The weather patterns,
network delays, and volatility of the cryptocurrency market
as entropy sources allow us to obtain statistical quality that
matches system-based generators, with Chi-square values
around the theoretical 255 and Shannon entropy that is close
to 8.0 bits/byte and over 99% NIST statistical tests [2].

The multi-source entropy architecture mitigates several
key weaknesses of traditional PRNG systems, and most
specifically entropy-starvation situations that are prevalent
in cloud and virtual machine pool scenarios. The HMAC-
SHA256 kneading protocol maintains cryptographic
strength even when the position sources are compromised
and the concurrent reads strategy reduces the overhead on
the anticipation. Crucially, any interferences with the
external APIs increase the quality of entropy, instead of
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degrading it, through new sources of unpredictable
alterations.

The major drawback stems from the performance
tradeoff, that is, the multi-source generators are 10x-100x
slower than state-of-the-art designs. But for the use-cases
that prefer security over speed (like crypto key generation,
nonces, and IVs), this overhead is fine considering the
higher diversity of entropy and immunity to known-
template attacks. The Go implementation proves that
entropy augmentation in software is a feasible way to meet
cryptographic quality in general purpose microcontrollers
absent Ul and specialized hardware. The findings provide
empirical evidence that mixing-in real-world 13 entropy
sources is a viable strategy to improve the security of PRNG
in the contexts of modern computing, where traditional
sources of entropy may be unavailable or compromised.

Hardware-enhanced entropy collection and performance
improvement techniques must be explored in the future to
minimize the performance overhead whilst maintaining the
security advantages of multi-source entropy designs.
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APPENDICES

e  Github Repositoy:
https://github.com/EldwinPr/CSPRNG-
Exploration/tree/main

e Results:
https://docs.google.com/spreadsheets/d/1u6_TqW
0OqrQYOQKwIfvPACBgbTIJ8WRafPQSRBQTdgC
Nk/edit?usp=sharing
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